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Abstract
Unmanned aerial vehicles (UAVs) or drones have the potential

to supplant helicopters in real-time highway surveillance applica-
tions due to cost, form factor, and other considerations. The wireless
medium used for communication has the potential to expose a fleet of
drones en route to surveillance to link failures and attacks on passed
messages. Given the sparse topology, messages among UAVs, vehi-
cles, and trusted authority could be transmitted through collaboration
among UAVs and vehicles. Since vehicles and drones in a highway
environment are mobile, related ad hoc network is continuously
updated to account for reachability of transmitted signals. It is also
necessary to authenticate the drones and vehicles to ensure that the
transmitted messages are uncorrupted and trusted. To accommodate
processing power and mobility constraints, we develop lightweight
authentication protocols that facilitate secure message transfer. We
also evaluate the security properties of these protocols.
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1 Introduction
With the increase in popularity of unmanned aerial vehicles

(UAVs) in a wide variety of application areas [1][8][14] that include
aerial photography, disaster management [9], geographic mapping of
inaccessible terrains, package delivery, and search and rescue opera-
tions, it is only natural to consider even more possible use for these
vehicles. One such application is aerial surveillance of highways [4]
to facilitate location, identification, and summon help in accident
situations as well as in normal day-to-day highway surveillance op-
erations. UAVs or drones are resource-constrained due to their form

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.
SAC ’22, April 25–29, 2022, Virtual Event,
© 2022 Association for Computing Machinery.
ACM ISBN 978-1-4503-8713-2/22/04. . . $15.00
https://doi.org/10.1145/3477314.3507021

factor and weight and are generally light in terms of battery power
as well as computational resources that include processing power
and long-distance communication capabilities. These constraints
necessitate the use of a network of drones in which each drone can
communicate (i.e., reachable) at least with one other drone or a base
station during most of its operational duration [15][16][19]. The
rather sparse and dynamic topology associated with UAVs and their
constrained battery power leads to frequent breaks in their links,
resulting in related communication challenges. Both single-hop and
multi-hop protocols are used, depending on the distance between
message source and destination. To help facilitate the deployment of
UAVs in highway surveillance scenarios, cooperation with Vehicular
Ad hoc Networks (VANETs) is a possible option.

With the cooperation of UAVs and VANETs, the messages that
are passed among the different entities (base stations, drones, RSUs,
and vehicles) play a significant role in the seamless operation of
this combined UAV-VANET system. It is therefore critical to en-
sure that these messages are trusted and timely. From a trust-based
perspective, it is necessary to ensure that the messages are from a
trusted (drone, TA, or vehicle) source and that none of these mes-
sages are corrupted by an unauthorized party. An important step in
this process is the authentication of all communicating entities, while
ensuring that none of the messages reveal any critical information
to an adversary. These messages are therefore encrypted so that any
given message seems random to an eavesdropper. To this end, we
develop lightweight [17] authentication protocols that help safely de-
liver messages between any two entities in the UAV-VANET system.
Specifically, the developed protocols ensure secure transmission of
a generated message from the message-source entity (e.g., drone or
vehicle) to its destination (e.g., base station or RSU) in a multi-hop
network by not revealing any sensitive component in the message.
The only entities that are privy to the sensitive message content
are the source and the intended destination nodes of that message.
We also develop an authentication protocol that securely delivers
message from an RSU or base-station to vehicles or drones.

We present a review of lightweight VANET protocols in the next
section. The proposed protocols are presented in the following sec-
tion, beginning with the system model, which includes the adversary
model, related assumptions, and security properties. This is followed
by the developed protocols and discussion on their security proper-
ties. We conclude the paper in Section 4.

2 Lightweight VANET Authentication Protocols
The highly mobile nature of vehicles constrains VANET authenti-

cation protocols to be computationally lightweight and quick with
minimal number of communicated messages. Therefore, a majority
of published VANET authentication protocols use symmetric key
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cryptography as the computational complexity of public key cryp-
tography is generally several orders of magnitude higher than that of
symmetric key cryptography. Extensive use of hash functions can
render even symmetric key cryptography to be computationally com-
plex as hash functions can be highly computationally complex. How-
ever, even VANET authentication protocols that specifically claim
to be lightweight disregard this aspect and use hash functions [20],
elliptic curve cryptography [3], public key cryptography [12], among
others.

For example, Al-Shareeda et al. [2] propose a Lightweight Se-
curity Without Using Batch Verification Method (LSWBVM) au-
thentication protocol that uses elliptic curve cryptography with hash
functions during mutual authentication. To verify a large number of
messages in a high traffic density area, they use single instead of
batch verification. Li et al. [10] propose a lightweight authentication
protocol for VANET in which every message includes at least one
hash function component. Mansour et al. [12] propose a lightweight
group key management protocol that is based on public key cryptog-
raphy which decouples initialization from group key computation
and performs the operations offline. Public key cryptography is gen-
erally not known to be lightweight. Since the proposed protocol does
not attempt to alleviate associated computational complexity, the
veracity of the lightweight claim is unclear. Nandy et al. [11] purport
to develop an enhanced lightweight and secure authentication proto-
col (ELSAP) for V2V Communication in VANETs. Their protocol
performs mutual authentication with the use of hash functions in
multiple terms in each passed message. Naresh et al. [13] propose
a lightweight framework for authentication in VANETs with the
use of elliptic curve cryptography for two-party key agreement and
dynamic group key agreement. Every message in their protocol uses
multiple hash functions. Sikarwar et al. [18] present a lightweight
authentication and batch verification scheme (LABVS) for VANET
using a bilinear map and one-way hash function (SHA-1). They ob-
serve that one-way hash functions fail to provide sufficient security
and therefore resort to the use of bilinear pairing which is relatively
more computationally complex. Vasudev et al. [20] propose a light-
weight mutual authentication protocol for use in Internet of Vehicles
and evaluate their protocol against eleven different attack scenarios.
Despite their claims on lightweight as the novelty, every message
that is passed in their protocol has at least a one-way hash function
component. It is clear that extant VANET authentication protocols
are not lightweight, despite associated claims. We address this void
and develop lightweight UAV-VANET authentication protocols.

3 The Proposed Protocols
We consider the required characteristics before presenting the

authentication protocols. Throughout the paper, the wireless com-
munication channels are assumed insecure.

3.1 System Model
Each of the proposed authentication protocols should possess

the following characteristics: (1) it must have a small number of
messages, as each message potentially provides additional clue(s) on
secret information to an attacker, (2) no identification information
should be transmitted in the public, to prevent the possibility of
tracking and tracing (3) randomness must be incorporated in each
sent message to dissuade replay attacks, (4) nonrepudiation of sent

messages and associated content, and (5) resist message forgery to
ensure that its source is legitimate and that its payload is unaltered by
an unauthorized party. The goals are to ensure correct identification
of the vehicle or drone, protect the privacy and security of the vehicle
or drone, and ensure that none of the messages are tampered by
adversaries.

3.2 Security Goals
We consider the important security requirements in VANETs that

include authenticity, availability, confidentiality, and integrity.

Authenticity: This facet ensures that the recipient trusts the identity
of the claimed message source and the message source trusts the
identity of the intended message destination entity.

Availability: This facet ensures uninterrupted communication access
to all entities in range. When such access is not available, the focal
entity immediately recognizes that its message was not received by
the intended recipient(s) or the recipient’s response was blocked.

Confidentiality: This facet of security goal ensures information pro-
tection from unauthorized access. A shared secret key is known only
to the entities sharing that key and no other entity. Vehicle anonymity
is maintained and its actual identity is known only to the trusted
authority.

Integrity: This facet ensures that only authorized entities are allowed
to modify stored or transmitted data. All received messages are
guaranteed to be tamper-free during transit. A related condition is
nonrepudiation of sent and received messages and associated content
by any VANET entity (vehicle, TA).

3.2.1 Adversary Model
Possible threats in a UAV-VANET environment could primarily
come from manipulated messages. Since we use location and time
information, manipulation by unauthorized entities is a possibility.
Other threats include any attack that results in impersonation of
base-station, drone, RSU, or vehicle.

3.2.2 Security Model Assumptions
The adversary is assumed to follow the Dolev-Yao intruder model [6]
with the ability to freely block, eavesdrop, inject, and modify mes-
sages that are passed between any two UAV-VANET entities. The
trusted authority (TA) cannot be compromised and is the only entity
that knows the real identity of each entity (vehicle, drone). The TA is
the only entity that is authorized to authenticate vehicles and drones.
The following security properties are assumed.

• The trusted authority cannot be compromised, whereas the
vehicles and drones can be compromised and therefore cannot
be trusted.
• Adversaries can monitor, block, eavesdrop, and modify any

message(s) passed between vehicles and drones as well as in-
ject new message(s) in the entity-entity (e.g., vehicle-vehicle,
drone-drone, vehicle-drone) wireless channel.
• Adversaries cannot retrieve any shared secret (private) keys

from transmitted messages. Adversaries also cannot decrypt
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Entity𝑖 Entity𝑗 TA
generate 𝐿𝑖 , 𝑀𝑖 ,𝑇𝑖
𝑎 ← (𝐿𝑖 | |𝑀𝑖 | |𝑇𝑖 )
𝑏 ← (𝑎 ⊕ 𝐾𝑖 )
𝑐 ← 𝑅𝑜𝑡𝐻 (𝐾𝑖 ) (𝑏)

𝐼𝑇 ,𝐼𝑖 ,𝑐−−−−−→
𝑑 ← 𝐾𝑗 ⊕ 𝑐

𝑒 ← 𝑅𝑜𝑡𝐻 (𝐾𝑗 ) (𝑑)
𝐼𝑇 ,𝐼 𝑗 ,𝐼𝑖 ,𝑒−−−−−−−→ retrieve 𝐾𝑗 , decrypt 𝑑

retrieve 𝐾𝑖 , decrypt 𝑎
if 𝑇𝑖 valid,
retrieve 𝐿𝑖 , 𝑀𝑖
𝑟𝑇 ← {0, 1}𝑛
𝑥 ← 𝑏 ⊕ 𝑅𝑜𝑡𝐻 (𝑏) (𝑟𝑇 )

𝐼𝑖 ,𝑥←−−− 𝐼𝑜𝑙𝑑
𝑗
← 𝐼 𝑗 ; 𝐼𝑜𝑙𝑑𝑖 ← 𝐼𝑖

𝐼𝑖 ,𝑥←−−− 𝑦 ← 𝑑 ⊕ 𝑅𝑜𝑡𝐻 (𝑑) (𝑟𝑇 )

𝐼𝑖 ← 𝑅𝑜𝑡𝐻 (𝑟𝑇 ) (𝑟𝑇 ⊕ 𝑏)
𝐼 𝑗 ,𝑦←−−− 𝐼𝑖 ← 𝑅𝑜𝑡𝐻 (𝑟𝑇 ) (𝑟𝑇 ⊕ 𝑏)

𝐼 𝑗 ← 𝑅𝑜𝑡𝐻 (𝑟𝑇 ) (𝑟𝑇 ⊕ 𝑑) 𝐼 𝑗 ← 𝑅𝑜𝑡𝐻 (𝑟𝑇 ) (𝑟𝑇 ⊕ 𝑑)

Figure 1: Protocol for message from entity 𝑖 to TA

any of the message(s) passed in the entity-TA channel and
retrieve any of its components

3.2.3 Security Properties
The protocol satisfies the following properties.

Correctness: A drone or vehicle cannot falsely claim to be present
at a given location and time.

Drone/Vehicle Anonymity: As drone- or vehicle-generated informa-
tion may be sensitive, its permanent identification information must
not be known to an unauthorized entity.

Untraceability: The messages in the protocol are sufficiently ran-
domized to prevent tracking and tracing of drones or vehicles.

Resistance to Replay Attacks: An attacker cannot compromise the
protocol by replaying messages.

Resistance to Impersonation Attacks: The authentication protocol
ensures that base-stations, drones, vehicles, and RSUs are not imper-
sonated.

3.3 Authentication Protocols
We develop two authentication protocols for the VANET environ-
ment that also includes drones. The first protocol we present is that
for securely passing messages from an entity (drone, vehicle) to a
trusted authority. The second protocol we present is that for securely
passing messages from a trusted authority to an entity (drone, vehi-
cle). We first present the notation we use in the rest of this paper.

Entity drone or vehicle
TA, 𝐼𝑇 trusted authority and its identity
𝑟𝑇 TA-generated nonce
𝐼𝑖 , 𝐼 𝑗 anonymous identity of entity 𝑖, 𝑗
𝐿𝑖 , 𝐿𝑗 entity 𝑖, 𝑗’s location coordinates
𝑀𝑖 , 𝑀𝑇 messages from entity 𝑖, 𝑇𝐴
𝑇𝑖 , 𝑇𝑇 time stamp from entity 𝑖, 𝑇𝐴
𝐾𝑖 shared (with TA) key of entity 𝑖
𝐻 (𝑎) Hamming weight of 𝑎
𝑅𝑜𝑡𝐻 (𝑎) (𝑋 ) right-rotate 𝑋 by 𝐻 (𝑎)
| | concatenation operator
⊕ exclusive-OR operator

We first present the developed authentication protocol that helps
with secure transmission of a message that is generated by a drone or
vehicle. The message generated by a drone could be highway surveil-
lance related and the message that is generated by a vehicle could
be related to it joining the zone covered by an RSU or something
related to traffic conditions such as an accident or road-blockage.

Figure 1 provides a sketch of this protocol for message (𝑀𝑖 )
that is generated by source Entity𝑖 , which could be a drone or a
vehicle, with the trusted authority (TA) as the intended recipient.
Note that the trusted authority includes and represents the base-
stations and RSUs, and the keys of the mobile units (UAVs, vehicles)
are shared with the trusted authorities. Since the intended message
destination (e.g., TA) could be multiple hops away from the source
entity, we illustrate a scenario where the message passes through
an intermediate entity (here, Entity𝑗 ) before reaching the TA. When
there are several intermediate entities, the message from each entity
follows a similar pattern as the ones from Entity𝑗 to the TA.
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TA Entity𝑗 Entity𝑖
𝑟𝑇 ← {0, 1}𝑛
generate 𝑀𝑇 , 𝑇𝑇
𝑓 ← ((𝑟𝑇 | |𝑀𝑇 | |𝑇𝑇 ) ⊕ 𝐾𝑖 )
𝑔← 𝑅𝑜𝑡𝐻 (𝐾𝑖 ) (𝑓 )

𝐼𝑖 ,𝑔−−−→
𝐼𝑖 ,𝑔−−−→ retrieve 𝐾𝑖

decrypt 𝑔
if 𝑇𝑇 valid,
generate 𝑇𝑖
𝑧 ← 𝑅𝑜𝑡𝐻 (𝐾𝑖 ) (𝑇𝑇 ⊕ 𝑇𝑖 )

If 𝑇𝑖 valid,
𝐼𝑇 ,𝐼𝑖 ,𝑧←−−−−− 𝐼𝑇 ,𝐼𝑖 ,𝑧←−−−−− retrieve 𝑀𝑇 ,𝑟𝑇

𝐼𝑜𝑙𝑑
𝑖
← 𝐼𝑖 ; 𝐼𝑖 ← 𝑇𝑖 ⊕ 𝑟𝑇 𝐼𝑜𝑙𝑑

𝑖
← 𝐼𝑖 ; 𝐼𝑖 ← 𝑇𝑖 ⊕ 𝑟𝑇

Figure 2: Protocol for message from TA to entity 𝑖

The protocol proceeds as follows. The source entity (Entity𝑖 )
generates message 𝑀𝑖 . To ensure that its current location and cur-
rent time are recorded to prevent attacks from adversaries, it gen-
erates/records 𝐿𝑖 (its current location) and current time stamp (𝑇𝑖 ).
Entity𝑖 concatenates 𝐿𝑖 , 𝑀𝑖 , and𝑇𝑖 as 𝑎 ← (𝐿𝑖 | |𝑀𝑖 | |𝑇𝑖 ). It then takes
the exclusive-OR of 𝑎 and its shared key (i.e., 𝐾𝑖 ) with the trusted
authority to generate 𝑏 ← (𝑎 ⊕ 𝐾𝑖 ). Next, it determines the Ham-
ming weight of its shared key (i.e., 𝐻 (𝐾𝑗 )), which it then uses to
right-rotate 𝑏 to form 𝑐 (i.e., 𝑐 ← 𝑅𝑜𝑡𝐻 (𝐾𝑖 ) (𝑏)). It then sends 𝑐 and
anonymous identities (𝐼𝑇 , 𝐼𝑖 ) to the next entity (here, Entity𝑗 ). The
last entity to forward the message to the trusted authority includes
the anonymous identity of all entities that took part in the chain to
transmit the message from the origin entity to the TA, which uses
this information to decrypt all previous messages in the chain.

As the shared key values are secret and are known only to the
entity to which the shared key belongs and TA, inclusion of these
keys in the messages ensures that no entity can impersonate another
entity. The TA aborts the protocol when it is unable to decrypt (cor-
rupt) messages as this signifies that an adversary had meddled with
an intermediate message. Moreover, an adversary cannot originate a
message since the protocol requires the adversary’s shared secret key
and anonymous identity that the adversary does not possess. How-
ever, a rogue entity has both an anonymous identity and a shared
secret key and can therefore attempt to send an incorrect message.
The TA double-checks the veracity of each message through other
channels such as through messages or status updates from other
nearby entities. The anonymous identities of entities that take part
in message transmission are updated after each successful authen-
tication round. Therefore these identities do not reveal any unique
information about the entity (drone, vehicle) that an adversary could
use to track or trace entities. The TA keeps the previous anonymous
identities (here, 𝐼𝑜𝑙𝑑

𝑖
, 𝐼𝑜𝑙𝑑
𝑗

) to prevent desynchronization attacks.
The protocol in Figure 2 can be used to transmit a message from

a trusted authority to a specific entity 𝑖, which could be a drone
or a vehicle. The protocol begins with the TA generating a nonce
(𝑟𝑇 ), the message (𝑀𝑇 ) it intends to share with entity 𝑖, and the
time stamp (𝑇𝑇 ). The TA concatenates these and takes exclusive-OR
with 𝑖’s shared key (𝐾𝑖 ) to form 𝑓 ← ((𝑟𝑇 | |𝑀𝑇 | |𝑇𝑇 ) ⊕ 𝐾𝑖 ). This is

now right-rotated with the Hamming weight of the shared key (i.e.,
𝐻 (𝐾𝑖 )) to generate 𝑔← 𝑅𝑜𝑡𝐻 (𝐾𝑖 ) (𝑓 ).

The TA then begins the process of transmitting the encrypted
message to its intended destination (i.e., entity 𝑖). To this regard,
the TA sends 𝑔 along with the anonymous identity of the recipient
(i.e., 𝐼𝑖 ). Unlike the protocol in Figure 1 which was used to send a
message from an entity to a trusted authority, the entities involved
in intermediate hops do not modify or update the message received.
The intermediate entities just relay the message received to the next
entity in the chain to reach the message destination entity 𝑖. When
the destination entity receives 𝐼𝑖 , 𝑔, it decrypts 𝑔 with the use of its
shared secret key (𝐾𝑖 ) to retrieve 𝑓 . From 𝑓 , entity 𝑖 can readily
retrieve 𝑀𝑇 and 𝑇𝑇 with the help of 𝐾𝑖 (i.e., 𝑓 ⊕ 𝐾𝑖 = 𝑟𝑇 | |𝑀𝑇 | |𝑇𝑇 ).
It disregards the message if 𝑇𝑇 is invalid (i.e., either 𝑇𝑇 is sometime
in the future or it is more than the expected transmission time from
TA, suggesting possible replay attack).

To acknowledge receipt of message 𝑀𝑇 , 𝑖 sends (𝐼𝑇 , 𝐼𝑖 , 𝑧) to the
TA, where 𝐼𝑇 in the beginning of the message signifies that the mes-
sage is meant for the TA. This is similar to Figure 1 where 𝐼𝑇 , 𝐼 𝑗 , 𝐼𝑖
signifies that the messages in this chain began with entity 𝑖 as the
source, followed by 𝑗 , which is followed by 𝑇𝐴 as the destination.
The TA stores the previous anonymous ID value as security against
synchronization attacks. As in the protocol in Figure 1, the conver-
sation initiator (here, TA) resends the (𝑟𝑇 ,𝑇𝑇 )-updated message if
response is not received within a pre-specified amount of time.

3.4 Security Properties
We first discuss the security properties of the protocol in Figure 1

based on the requirements as listed in Section 3.2.3. This protocol
follows the correctness requirement since the location of the nearby
entities (base-stations, drones, RSUs, and vehicles) can be deter-
mined by the trusted authority based on previous communication.
The message origin entity includes its location and current time
stamp along with the message to ensure correctness. The anonymity
of the drones and vehicles that take part in message transfer chains is
maintained thanks to the use of ephemeral anonymous identity that
is updated after each authentication protocol round. The messages
are encrypted with lightweight operators that include concatena-
tion, exclusive-OR, and rotation to generate randomness to prevent
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tracking or tracing (i.e., untraceability) of the drones and vehicles.
The protocol is resistant to replay attacks with the inclusion of the
time stamp component in the messages. Since time stamp is en-
crypted, an adversary cannot easily modify this value to that of a
later point in time to mount replay attacks. The use of shared keys
in the encrypted messages ensures that the entities are resistant to
impersonation attacks as these keys are not known to adversaries.

We now discuss the security properties of the protocol in Figure 2
based on the requirements as listed in Section 3.2.3. The protocol
follows the correctness claim since the vehicle does not claim to
be at any given position at a given time as the TA is the source of
the message and a stationary TA does not have to prove its location.
However, a replay attack can result in an incorrect time stamp, which
is checked by the destination entity for correctness. As in Figure 1,
the permanent identification information is not used in this proto-
col. We use the anonymous identity which is updated after every
successful authentication round. Therefore, drone/vehicle anonymity
is maintained in this protocol. The messages in the protocol are
randomized through encryption to prevent tracking and tracing (i.e.,
untraceability) of the entity by an adversary. The use of time stamp
(i.e., 𝑇𝑇 ) at the origin ensures that the protocol is resistant to re-
play attacks. The use of shared key (𝐾𝑖 ), which is known only to
the intended destination entity and the trusted authorities, ensures
resistance to impersonation attacks.

We show the correctness of the proposed protocol when the pro-
tocol is in fact correct assuming ideal cryptography through strand
space [21] following the logic presented in Fábrega et al. [7]. We
operationalize this by showing that no entity (e.g., adversary) learns
its forbidden facts. To this end, the limitations of the entities are
modeled, and these limitations effectively obstruct these entities
from inferring the forbidden facts. Since the two proposed protocols
are similar in structure, we show the correctness of the protocol to
securely pass messages from source 𝑖 to the trusted authority (Fig-
ure 1). The proof for the correctness of the protocol for messages
from trusted authority to entity 𝑖 (Figure 2) is similar in structure
and is therefore omitted.

Strand space emphasizes causal interactions among cryptographic
protocol participants for state-based analysis of completed protocol
runs. A strand space Σ is a set of strands and contains all legitimate
executions during the useful lifetime of the protocol of interest and
all associated actions of an adversary. A strand is a sequence of mes-
sage transmission and reception events associated with a legitimate
party (principal) which participates in successful completion of the
protocol. Each event in a strand is an action of a principal and has
associated values (e.g., nonce). For an adversary, a strand includes
messages that model associated capabilities. The strand space ap-
proach provides clear semantics on the freshness of data items such
as nonce which is significant to avoid attacks (e.g., replay attack).
The explicit model of adversarial behavior allows for general bounds
on abilities of adversaries and detailed insight on the correctness of
a protocol and associated assumptions.

A principal can send or receive terms, respectively represented
by a positive or a negative sign. The trace of a strand is the sequence
of its signed terms. We use 𝑃𝑉 to represent the proposed protocol
and use guarantees from the responder’s and initiator’s side through
propositions to develop the proof.
We use the following notation.

• P, Σ: penetration (i.e., adversarial) strand space, strand space
• 𝑇,𝑇𝑛𝑎𝑚𝑒 : set of text representing atomic messages
• C: bundle
• 𝑡−1

𝑖
: inverse (key)

• 𝐾𝑃 : keys known to the penetrator (i.e., adversary)
• ≺: precedence relationship
• ⊏: subterm (e.g., 𝑡0 ⊏ 𝑡1)

Definition 1 (Σ, P) is an infiltrated strand space if Σ is a strand space
and 𝑃 ⊂ Σ is such that the trace of 𝑝 is a penetrator trace for all
𝑝 ∈ P.

Definition 2 An infiltrated strand space P, Σ is a 𝑃𝑉 space if Σ is the
union of three kinds of strands. Here, we consider messages between
Entity𝑖 and Entity𝑗 as an example with 𝐿𝑖 , 𝑀𝑖 , and 𝑇𝑖 embedded in 𝑐
as freshly generated items from Entity𝑖 , and 𝑟𝑇 embedded in 𝑥 from
TA via Entity𝑗 .

(1) Penetrator strands 𝑠 ∈ P
(2) Initiator strands with trace Init[Entity𝑖 , Entity𝑗 , 𝐼𝑇 , 𝐼𝑖 , 𝑐],

defined to be ⟨+(𝐼𝑇 , 𝐼𝑖 , 𝑐),−(𝐼𝑖 , 𝑥)⟩, where Entity𝑖 , Entity𝑗 ∈
T𝑛𝑎𝑚𝑒 but 𝐼𝑇 , 𝐼𝑖 , 𝑐 ∉ T𝑛𝑎𝑚𝑒

(3) Its complement, the responder strands with trace
Resp[Entity𝑖 , Entity𝑗 , 𝐼𝑖 , 𝑥], defined to be ⟨−(𝐼𝑇 , 𝐼𝑖 , 𝑐), +(𝐼𝑖 , 𝑥)⟩,
where Entity𝑖 , Entity𝑗 ∈ T𝑛𝑎𝑚𝑒 but 𝐼𝑖 , 𝑥 ∉ T𝑛𝑎𝑚𝑒

3.4.1 The Responder’s Guarantee: Agreement

Proposition 1 Suppose:
(1) Σ is a 𝑃𝑉 space and C is a bundle containing a responder’s

strand 𝑠 with trace Resp[Entity𝑖 , Entity𝑗 , 𝐼𝑖 , 𝑥];
(2) 𝑡−1

𝑖
∉ 𝐾𝑃 ; and

(3) 𝑐 ≠ 𝑥 and 𝑥 is uniquely originating in Σ then C contains an
initiator’s strand t with trace Init[Entity𝑖 , Entity𝑗 , 𝐼𝑇 , 𝐼𝑖 , 𝑐].

We prove this proposition using the following lemmas.

Lemma 1 𝑥 , and therefore 𝑟𝑇 , originates at the second message (the
one from Entity𝑗 ).

We know 𝑥 ⊏ Entity𝑗 (node 𝑛𝑜 ) and the sign for the second message
(say, 𝑣𝑜 ) is positive since it originates from Entity𝑗 . We, therefore,
need to verify that 𝑥 , and therefore 𝑟𝑇 , is not in the preceding node
(here, Entity𝑖 ) in the strand, which is the preceding node on this
strand. I.e., 𝑐 ≠ 𝑥 , 𝑥 ≠ 𝐿𝑖 , 𝑥 ≠ 𝑀𝑖 , 𝑥 ≠ 𝑇1, and 𝑥 ≠ 𝑟𝑇 . These are all
true by definition.

Lemma 2 The set 𝑆 = {n ∈ C : 𝑥 ⊏ 𝑡𝑒𝑟𝑚(𝑛) ∧ 𝑣𝑜 ⊏/
𝑡𝑒𝑟𝑚(𝑛) } has a ⪯-minimal node 𝑛2. The node 𝑛2 is regular with a
positive sign.

We need to check if 𝑛2 lies on a penetrator strand 𝑝.
S. If g h ⊏ term(m), where m is a positive node on a strand 𝑝

′
of kind

S, then g h ⊏ term(⟨𝑝′, 1⟩). Minimality of m in T is contradicted by
⟨𝑝′, 1⟩ ≺ m.
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E.(D.) If g h ⊏ term(m), where m is a positive node on a strand 𝑝
′

of
kind E (D, respectively), then g h ⊏ term(⟨𝑝′, 2⟩). Minimality of m
in T is contradicted by ⟨𝑝′, 2⟩ ≺ m.
C. If g h ⊏ term(m), where m is a positive node on a strand 𝑝

′

of kind C and m is minimal in T, then g h = term(m) and 𝑝
′

has
trace ⟨−𝑔,−ℎ, +𝑔ℎ⟩. This contradicts the minimality of 𝑛2 in S since
term(⟨𝑝′, 1⟩) = term(𝑛2) and ⟨𝑝′, 1⟩ ≺ 𝑛2.

Lemma 3 Node 𝑛2 follows 𝑛1 on the same regular strand t, and
term(𝑛1) = {𝐼𝑖 , 𝑥}

From Lemma 1 and by definition, we know that 𝑥 , and therefore 𝑟𝑇
originates at 𝑛𝑜 and its uniqueness in Σ. We also know that 𝑛2 ≠ 𝑛𝑜
since 𝑣𝑜 ⊏ 𝑡𝑒𝑟𝑚(𝑛𝑜 ) and 𝑣𝑜 ⊏/ 𝑡𝑒𝑟𝑚(𝑛2). Therefore, 𝑥 (or 𝑟𝑇 ) does
not originate at 𝑛2 and there is a node 𝑛1 preceding 𝑛2 on the same
strand such that 𝑥 ⊏ 𝑡𝑒𝑟𝑚(𝑛1). By the minimality property of 𝑛2,
𝐼𝑖 , 𝑥 ⊏ 𝑡𝑒𝑟𝑚(𝑛1). Here, 𝐼𝑖 , 𝑥 = term(𝑛1) since no regular node con-
tains an encrypted term as a proper sub-term.

Lemma 4 The regular strand t containing 𝑛1 and 𝑛2 is contained in
C and is an initiator strand.

If t were a responder strand, it would contain only a subsequent
negative node. Here, 𝑛2 is a positive node. The last node of t (i.e., 𝑛2,
which follows 𝑛1) as well as the previous nodes are contained in C.

Lemmas 3 and 4 prove Proposition 1.

3.4.2 The Initiator’s Guarantee: Secrecy and Agreement

Proposition 2 Suppose:

(1) Σ is a 𝑃𝑉 space and C is a bundle containing an initiator’s
strand 𝑠 with trace Init[Entity𝑖 , Entity𝑗 , 𝐼𝑇 , 𝐼𝑖 , 𝑐];

(2) 𝑡−1
𝑖

∉ 𝐾𝑃 ; and
(3) 𝐿𝑖 , 𝑀𝑖 ,𝑇𝑖 uniquely originates in Σ then for all nodes 𝑚 ∈
C such that 𝑇𝑖 ⊏ 𝑡𝑒𝑟𝑚(𝑚) either (𝐼𝑇 , 𝐼𝑖 , 𝑐) ⊏ 𝑡𝑒𝑟𝑚(𝑚) or
(𝐼𝑖 , 𝑥) ⊏ 𝑡𝑒𝑟𝑚(𝑚)

Proposition 3 Suppose:

(1) Σ is a 𝑃𝑉 space and C is a bundle containing an initiator’s
strand 𝑠 with trace Init[Entity𝑖 , Entity𝑗 , 𝐼𝑇 , 𝐼𝑖 , 𝑐];

(2) 𝑡−1
𝑖

∉ 𝐾𝑃 ; and
(3) 𝐿𝑖 , 𝑀𝑖 ,𝑇𝑖 uniquely originates in Σ then C contains the first

two nodes of a responder’s strand t with trace Resp[Entity𝑖 ,
Entity𝑗 , 𝐼𝑖 , 𝑥].

The set {m ∈ C : 𝐼𝑖 , 𝑥 ⊏ 𝑡𝑒𝑟𝑚(𝑚) } is non-empty since it contains
⟨𝑠, 2⟩. I.e., it contains a minimal member (𝑚𝑜 ). Now, the regular
strand t can be shown to have trace Resp[Entity𝑖 , Entity𝑗 , 𝐼𝑖 , 𝑥] if
𝑚𝑜 lies on t. The regular strand t can also be shown to have at least
two nodes in C. However, if𝑚𝑜 lies on a penetrator strand t, then t
can be shown to be an E-strand with trace ⟨−𝐿𝑖 ,−𝑀𝑖 ,−𝑇𝑖 , +𝐼𝑖 , +𝑥⟩.
However, this contradicts Proposition 2, which implies that 𝑥 (or 𝑟𝑇 )
does not appear in the form shown in node ⟨𝑡, 2⟩. A similar reasoning
proof can be readily seen for the messages between trusted authority

and Entity𝑖 since the messages passed between these two entities
(i.e., TA and Entity𝑖 ) are similar in structure.

4 Discussion and Conclusion
Vehicles that are part of a VANET depend on communication

with other entities such as other vehicles, road-side units, and trusted
authority to send and receive relevant information. While not all such
communication might necessarily precipitate in security or privacy
issues, the nature of VANET and associated communication renders
these messages to be sensitive toward exposure to unintended par-
ties. Such communication instances therefore need to be secured to
prevent their leakage. One of the means to achieve this is through
authentication of communicating parties to ensure that source and
destination of each message are as intended. Cryptography is com-
monly used for this purpose.

Despite diligent care taken to encrypt passed messages among
VANET entities, the possibility of attacks that reveal sensitive infor-
mation remains. To inspire confidence in the security and privacy
aspects of VANET authentication protocols, it is necessary for such
protocols to be resistant against various types of attacks that could
possibly be mounted in such systems. We attempt to bridge this
void in VANET authentication literature through the proposal of
lightweight protocols that consider several types of attacks.

Since vehicles are in motion in VANETs, it is better for authenti-
cation protocols to be lightweight and short with minimal number
of messages between the authenticating parties. Our review of pub-
lished VANET authentication protocols revealed that while there
are indeed some VANET authentication protocols that claim to be
lightweight, they all use expensive operations and/or have several
message exchanges between the authenticating parties for successful
protocol completion. To this end, our goal is to develop lightweight
VANET authentication protocols with minimal number of required
messages.

We considered the integration of VANET and UAVs for seamless
communication among drones and vehicles to facilitate real-time
highway surveillance. Specifically, we developed authentication pro-
tocols that securely transfer messages from drones and vehicles to
trusted authority (base-stations, RSUs) and vice versa. Security of
these messages and associated entities is critical to ensure a trust-
worthy system. Since drones are resource-constrained, the developed
protocols are lightweight and compact and can be operationalized
quickly with minimal computational burden on the participating
entities. We considered the security properties of the proposed pro-
tocols through informal walk-through as well as formal strand space
analysis.
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